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Data Storage and Redundancy - Loss of data due to Hardware
Failure
Posted Oct 30 2008 3:22pm

"PENDLETON, Ore. (AP) — The crash of computer hard drives has vaporized thousands of
digital X-ray files, and St. Anthony Hospital officials are busy providing patients with new X-ray
information. The hospital has sent letters to 900 patients to tell them that a hard-drive failure by
General Electric led to the loss of more than 5,000 archived images. General Electric provides the
hospital's imaging equipment and stores its digital X-rays." Link: OregonLive.com: NewsFlash -
Pendleton hospital loses X-rays.

It is not just small physician practices that are at risk of catastrophic data loss due to hardware
failure. As you will note from this posting, hardware failures occur in large hospital systems. The
loss of data resulted from the crash of computer hard drive(s) - plural. Even the best laid plans to
ensure that data is recoverable are sometimes not sufficient. | am sure that there was a backup
and redundancy plan in the Pendleton, Oregon hospital, however it failed. As a result, thousands
of patients X-ray images were lost and somehow need to be recovered. Not only does this have
health risks associated, the medico-legal issues are significant. It is no longer possible to
measure the growth in the size of a tumour against the baseline X-ray because the baseline no
longer exists.

This is similar to earthquake preparedness in terms of the response. When there is a major
earthquake (especially in North America), thousands of people run out and purchase survival kits,
ready action plans and ensure that they are prepared for impending disaster. Similarly, every time
we learn of one of these incidents relating to hardware failure and loss of data, many make a
concious effort to upgrade hardware and develop backup and redundancy plans to ensure that
data is recovereable in the event of a catastrophic failure. However, studies of physician offices
running EMR systems have demonstrated that the vast majority are ill prepared to restore their
patient information from a backup tape or disc if they are running their own server locally in the
clinic. Even if regular daily backups are being done, few test (and retest) their ability to restore
data to the system from one of these backups. Access to a remote database is clearly an
advantage in this situation using an ASP EMR system. Someone else (an industrial strength
provider) then has the responsibility to ensure that the data is backed up and is restorable in the
event of a hardware failure.

Have you ever suffered from a hard drive failure or inability to restore data in your EMR? Share
your experiences or lessons learned by clicking on the '‘Comments' link below.

« Prev Next »
8 Lessons from Canada, Australia and England eHealth 2006 - 10 Country Review of EMR
on EMR/EHR Implementation Systems

©) Bookmark article ~ Share article  Report this

Related Articles

My experience of the practice of mindful walking

Drive Through Health Care Experiment at Stanford — Keep Patients in Their Cars As Long As
you Can

when ever | drive | experience pain in my left leg behind my knee the pain goes down to my
heel. It's a cascade feeling.

The ultimate guide for a calmer driving experience:

Using Your Dieting Experience to Your Advantage

Sign Up! * Login

Join this community!

+ Add Healthcare Industry & Policy to My
Feeds

+ Bookmark page

e = MAEQE

Ask a
Health Maven
About Health Mavens Ask

advertisement

Get help managing your nasal
allergy symptoms with these
FREE pollen e-mail alerts.

Prescription NASONEX™ treats indoor
and outdoor nasal allergy symptoms
Tor patients aged 2 years and older,

Important Safety Information
Side affects were generally mild and
included headache, viral infection,
sore throat, nosebleeds, and

coughing.
Cllck here for important product
Infarmation.




The Conclusion of my Biggest Loser Meal Plan Experience

Obama's Healthcare Economic Plan — Leaders with “Hands On” Technology Experience and
Algorithms Needed

Planning for and Protecting Your Child or Adult Child Who Experiences Disabilities or Special
Needs

Five Reasons to drive Process Improvement Efforts through your PMO

Post a comment

B 7 U L= B
Post comment

Wellsphere Info &." ‘.\n&
About We love Feedback! HealthBlogger Network Y @E Health Impact Award
Contact Us . ! L
FAQs &< Follow us on Twitter Health Maven Program - £
Privacy Policy [} Be a Fan on Facebook WellBlo
Terms of Use L g“' w m’

Share Wellsphere

©2010 Wellsphere. All Rights Reserved.

WellPages: ABCDEFGHIJKLMNOPQRSTUVWXYZ01234567289 See all the latest blog posts.

Acai Berry Juice Scam « Weight Watchers Points List « Wellsphere « List of High Protein Foods < List of Low Carb Foods ¢ 5k Equals How Many Miles « Causes of Swollen Ankles « Stage 4
Cancer Survival Rate ¢ ltchy Red Spots ¢ Arm Numbness and Tingling « Symptoms of Vitamin D Deficiency ¢ Pictures of Skin Rashes ¢ Mucus Discharge Pregnancy ¢ Swollen Red Rash ¢
Small Red ltchy Bumps ¢ ltchy Bumps on Legs ¢ Red Spots on Tongue « Swollen Lymph Nodes « Burning After Urination ¢ Bloating After Eating « Rash Around Mouth ¢ Thigh Slimming
Exercises ¢ Watery Discharge Pregnancy ¢ List of High Calorie Foods ¢ Tingling Toes and Fingers ¢ Red Purple Spots on Legs ¢ List of Fruits and Vegetables ¢ Pelvic Exam * Heat Rash
Pictures * 6 Week Fetus ¢ Non ltchy Rash ¢ Red Spots in Mouth « Leg Ache ¢ Prednisone and Alcohol ¢« Bumps in Throat « Arm Muscle Spasm ¢ Blocked Sweat Glands ¢ How to Lose 10
Pounds ¢ Phlegm Throat ¢ Tingling in Legs ¢ Causes of Swollen Lip ¢ Remedies for Swollen Glands ¢ Remedies for Swollen Ankles ¢ Inflamed Cervix « Numbness in Toes ¢ Causes of

Pain < Pain in Upper Thigh ¢ Low Red Blood Cell Count ¢ Causes of Swollen Glands ¢ Causes of Swollen Lymph Nodes ¢ 6 Weeks Pregnant Symptoms ¢ 29 Weeks Pregnant « Metallic Taste

in the Mouth ¢ Swollen Parotid Gland « Skeletal System Diseases

Wellsphere does not provide medical advice, diagnosis or treatment. See additional information.



